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File Permissions
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File Permissions

| VidecTutorials Properties | = gl

* The properties tab of files P
a n d fo | d e rS i n Wi n d OWS Object name: P AJILTSTrainingFolderVideo Tutorials

GI’DLIP ar user names:

ad | |OWS yO u tO CO nﬂgu Fe 82, LTS VIDED.STAFF (UWEC\LTS VIDEQ.STAFF) =

8L LTS CAT DOCS (UWEC\LTS CAT.DOCS)
£2. MEDIADT ADMINS VIDEO (UWEC\MEDIADT ADMINS VIl ~

various permissions for a i
the different users or mEEEm——Enn

Permissions for LTS CAT.DOCS Allow Dermy
groups of users =
o
Read & execute
Ligt folder contents
Read

For special permissions or advanced settings.
click Advanced. Lt

Leam about access control and pemissions

1 T

oK || Cancel || Aoply
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File permissions

|, Permissicns for VideoTutonals . 0 ﬁ

* You may Edit permission: e

Object name: P AILTS TrainingFolder'Video Tutonials

* These are the NTFS permissions:
82, Everyone

* Full Control (includes everything) i svsTEm
= 4] TS VIDED STAFF (UWECALTS VIDED STAFF)
SL LTS CAT.DOCS {UWECNLTS CAT.DOCS)

¢ MOdify (does nOt inCl Ude ta ki ng OwnerShiFI £ MEDIAD1 ADMINS VIDED (UWEC\MEDIADT ADMINS VID...

52 Administrators (MEDIADT  Administratars)

* Read and Execute (view files and run apps ) e
 List Folder contents (view folders but not || fEvoesm: dow __bery

access files = 2 o (
 Read (open and view files) [ | % i
* Write (create folder and files and edit P ——

them) [ ok [ Cancel || ook I




)\ JOr-NABBOTT

CEGEP/COLLEGE

File permissions - Add a user

o o o [ Select Users, Computers, Service Accounts, or Groups ?
* Click the Edit button, this opens  |F——— s
@ new window e
’ CliCk the Add bUtton’ you may ;:t:e:bjednamestnselediexamglesh:
type the name of the user: |
FrenchUser or Click on B

Advanced > Add to add the
user.



Installing Applications
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Control Panel

* In the search box next to Start on the taskbar,

type control panel. Select Control Panel from the list of
results.

* The control panel is a component of Windows since
Windows 1.0

* It provides the functionality to view and modify the system
settings

* Microsoft is progressively migrating its functionalities into
Settings, but it remains a central location to find all
possible system settings.



The features you should know about
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e System and Security:

 Allows you to
enable/disabled Windows
defender firewall.

* Block certain apps from
accessing your device

* Allowing certain apps only
when you are connected
on a private network, etc.

Windows 10 Control Panel

Control Panel

1+ B »

Control Panel »

Adjust your computer’s settings

¢

System and Security
Review your CCFI"IFILItEF'S status

Save backup copies of your files with
File History

Backup and Restore (Windows 7)
Find and fix problems

-

C

Network and Internet
View network status and tasks

Choose homegroup and sharing
options

/ Hardware and Sound
View devices and printers
Add a device

Programs
[‘]' Uninstall a program

v 0 Search Control ... @

View by:

Category *

User Accounts

®) Change account type

Appearance and
Personalization

Change the theme
Adjust screen resclution

Clock, Language, and
Region

Add a language

Change input methods

Change date, time, or number
formats

Ease of Access
Let Windows suggest settings
Optimize visual display




The features you should know about

Network and Internet:

* Allows you to view and
modify your network
settings namely your
adapter settings

* You can view your Ip
address and modify it

 The lp address is what
identifies you on a
network.
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Windows 10 Control Panel

Control Panel

T » Control Panel »

Adjust your computer’s settings

System and Security
Review your computer's status
Save backup copies of your files with

File History
Backup and Restore (Windows 7) k L
Find and fix problems

il Network and Internet

k View network status and tasks

Choose homegroup and sharing _;_\'1'_ i
options |

./ Hardware and Sound

%‘ View devices and printers
Add a device

“~ Programs

[‘]' Uninstall a program

v 0 Search Control ... @

View by: Category ™

User Accounts
®) Change account type

Appearance and
Personalization

Change the theme
Adjust screen resclution

Clock, Language, and
Region

Add a language

Change input methods

Change date, time, or number
formats

Ease of Access
Let Windows suggest settings
Optimize visual display
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Control Panel vs Settings

Settings

4 > Control Panel

Youmna Badawy

Adjust your computer's settings View by: Category ~ Super-Galaxy
Find a setting X SAMSUNG PC
Rename
System and Security . User Accounts —
) . System Windows Update

Review your computer’s status - -' Change account type o P

Save backup copies of your files with File Bluetooth & devi

History uetoo levices

3 .
Backup and Restore (Windows 7) E Appearance and Personalization N @i
- ey internet Display

Network and Internet - . Monitors, brightness, night light, display prefile
“ Clock and Reglon Personalization

View network status and tasks L4 .

— Change date, time, or number formats
Apps Sound

] \Ijar(giware ar?jd S(:und Ease of Access Volume levels, output, input, sound devices
-% A:;" ZV'[ES and printers Let Windows suggest settings Accounts

rd & device | g bil Optimize visual display X Notifications

just commonly used mobility settings Time & language Alerts from apps and system, do not disturb
r Programs @ Gaming
| Uninstall a program

Accessibility

Privacy & security : B
ower & battery

Sleep, battery usage, battery saver
Windows Update 2 R ’

Storage
Storage space, drives, configuration rules

® Windows 11: Functionalities of the Control Panel have been reduced

® Microsoft is slowly eliminating the control panel and its functionalities in the
Settings and other places



The functions you should know about

/]\

> Control Panel

Adjust your computer's settings

~ JIE @&

System and Security

Review your computer’s status

Save backup copies of your files with File
History

Backup and Restare (Windows 7)

Network and Internet

View network status and tasks

Hardware and Sound

View devices and printers

Add a device

Adjust commonly used mobility settings

Programs

Uninstall a program

i o

-

o

View by: Category ~

User Accounts
‘y Change account type

Appearance and Personalization

Clock and Region

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

Settings

Youmna Badawy

Find a setting

B System
Bluetooth & devices
Network & internet
Personalization
Apps
Accounts
Time & language
Gaming
Accessibility

Privacy & security

Windows Update
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Super-Galaxy
SAMSUNG PC
Rename

lows Update

Display

Monitors, brightness, night light, display profile

Sound

Volume levels, output, input, sound devices

Notifications
Alerts from apps and system, do not disturb

Focus
Reduce distractions

Power & battery
Sleep, battery usage, battery saver

Storage
Storage space, drives, configuration rules



User Profiles
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User Profiles

* A user profile is created the first
time a user logs into a
computer.

* During subsequent logins, the
system loads the user's profile e %
and configures the computer il | ek i i S i
environment according to the

information stored in the user

profile.

ssssssssssssssssssssssssssss




)\ JOr-NABBOTT

CEGEP/COLLEGE

Adding another user on Windows 11

< = Settings Q

Accounts

With a MicrOSOft Account {9 E:ar:;geycurfamily group, edit account types, and device > Without a MicrOSOft Accou nt

permissions

Other Users

Accounts that hgw#device access, work or school users, kiosk >
accignaceetess
P Windows backup
<@ Backupyour files, apps, preferences to restore them across >
devices Microsoft account X
Microsoft account X f
) Access work or school 5
QOrganization resources like email, apps, and network
[ a Passkeys . ‘ =I Microsoft
=. Microsoft <%  Usevyour face, fingerprint, or PIN to sign in to apps and >
websites
How will this person sign in? How will this person sign in?
Enter the email address or phone number of the Enter the email address or phone number of the
person you want to add. If they use Windows, Office, person you want to add. If they use Windows, Office,

Outlook.com, OneDrive, Skype, or Xbox, enter the

. N Qutlook.com, OneDrive, Skype, or Xbox, enter the
email or phone number they use to sign in.

email or phone number they use to sign in.

test@email.com

|Emai\ or phone

| don't have this person's sign-in information

| don't have this person's sign-in information
Cancel Next E

Cancel Next

Terms of Use  Privacy & Cookies
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Adding User account with Microsoft Account

e Uses features such as
synchronization across devices

e (Offers access to Microsoft = Vicrosoft
services such as Office 360 Pro, Create account

O n Ed rive’ etc. Eomeone@example.com

Get a new email address

¢ Req u i reS I nte rn et Access Add a user without a Microsoft account

Back Next

Terms of Use  Privacy & Cookie:
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Adding Local User account (Without Microsoft Account)

Creates a User account only on
this particular machine

All windows machines have a
built-in local administrator
account used for troubleshooting

This can also be done via

Computer Management (Win +
R, type comp management.msc)

This can be done via cmd:

net user <username>
<password> /add

Create a user for this PC

If this account is for a child or teenager, consider selecting Back and creating a
Microsoft account. When younger family members log in with a Microsoft account,
they'll have privacy protections focused on their age.

If you want to use a password, choose something that will be easy for you to remembe
but hard for others to guess.

Who's going to use this PC?

| Enter password |

| Re-enter password |

A Computer Management
File Action View Help
es 2@ = @E

More Actions
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Activity on VM: Adding Local User Profile

* Start > Control Panel
* User Accounts > Manage Other Account

e Add a user account: French User

e Using Microsoft Account
e Without a Microsoft Account

« Add a second user account: Big Boss:
e Without Microsoft Account

* Select the newly created account and change account type:
* Local Administrator


Presenter Notes
Presentation Notes
Part of Lab 6, should skip this
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User Account Types

Administrator Standard

Administrators are “Super users” of a Have partial control over a computer.
computer and have full control of a For example, they can only install apps
computer. They can install or modify and software within their local user
software and access any file. directory.

They cannot install system wide

They can add other users and change applications or access other users' files.
their user types.
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Administrator account required

When | am an Admin.... When | am not an Admin...
Do you want to allow this app to make ﬂﬁiﬁ”ﬁmk“ﬁm
changes to your device? —

m

.ﬂ?h Advanced User Accounts Control Panel

Weriteed poflishen Miorosoft Windows

Shorw mone detaii
Werified publither Misrapo® Windows

To eonbings, amter an sdmie yser Fame and pesswnrd,

=

To conbinue, enber an admin wwer name and paepwond

Eemain LIS S

M
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What’s a User Profiles made up of?

Registry Hive Set of folders
User profile HKEY CURRE stored in file
NT USER system
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Types of User profiles

Localized to this
specific machine

Roaming
e \
P rOfI I e Example your John

Abbott

School account.

It downloads the
settings from the main
server into any PC
logged into within the
nextwork

Mandatory

Profile
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Types of User profiles

ROa m i n g A temporary profile is

created if an error

P rofi I e prevents user profile

from loading.

These profiles are
deleted automatically

at the end of each
session.

a Mandatory
Administrators can P rOfi | e

create mandatory

Example: Account at a
computer in a Public
Library

user profiles with
settings for users.



Registries
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Registries

£ Registry Editor

File Edit Yiew Favorites Help

Computer\HKEY_CURREMNT_USER\Microsoft\Windows\ CurrentVersion\Explorer\StartupApproved\Run
w E Computer Mame Type Data
. . . > EES—E bﬁ;ﬁfgﬂ ab] (Default) REG_SZ (value not set)
The W|ndows reg|5try IS ML = = 7] OneDriveSetup REG_BINARY 04 00 00 0O 0O 00 00 00 00 00 00 0D
AppEvents

Consale

that stores configuration B corro Pane \\ Root Keys \

settings and options for Al Values

> Keyboard Layout

the Microsoft Windows T we——

A CurrentVersion

operating system and <} brplore -

. L v semeeod TN Subkeys
installed applications. | e

a hierarchical database : e

~Keys

y Printers

. | SOFTWARE

> Systern

.| Uninstall

s | | VB-Audio

> Velatile Envirenment

> HKEY_LOCAL_MACHIME
» HKEY_USERS
> HKEY_CURRENT_COMFIG
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Windows Registry

Computer technicians should:
* Understand basic Registry components,
 Know how to edit the Registry manually,

* Know the best way to locate a particular setting.
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Accessing Registry

* To access the Registry, type “regedit” in the
Start HH Win, Search bar.

* The Registry is organized in a tree structure similar to the folders
in a file system.

* |t shows keys (or subkeys) on the left and values on the right.
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Activity VM: Five main subgroups or root keys

HKEY_CLASSES_ROOT Historically this root key defined the standard class objects used by
Windows. Now this root key provides backwards compatibility for older
applications.

HKEY_CURRENT_USER These store personalized information for each user that has an account on
HKEY_USERS the system such as desktop colours, screensavers and desktop contents.

HKEY_LOCAL_MACHINE |Contains all the data for a system’s non-user-specific configurations. This
encompasses every device and every program in your computer.

HKEY_CURRENT_CONFIG |If the values in HKEY_LOCAL_MACHINE have more than one value, e.g. two
different monitors, this root key defines which one is currently being used.
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Using Registry Editor

* When you use the Registry Editor to access the Registry, you risk
breaking things.

* Applications might not start, utilities may not work, or your
computer may not boot.

* Always make a backup of the Registry (preferably into a thumb
drive) before you change anything. After you make the change,
reboot the system to see if it had the desired effect. If not,
restore the old Registry settings from your backup.
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Activity VM: Using Registry Editor

ﬁ Registry Editor

Fiie] Edit View Favorites Help

Import...
Export...

Load Hive...
Unload Hive...

Connect Metwork Registry...
Disconnect Metwork Registry...

Print...

Exit

Ctrl+P

- To save a copy of the Registry,

- Export the full registry or a single
key or subkey (with all subkeys and
values under it) using File - Export.

- Saved with the extension .reg

- To restore a set of backed up
registry keys,
- Use File = Import or right-click on
the icon and select Merge.



Activity VM: Using Registry Editor

ﬁ“ Registry Editor

= | B |G |

File Edit WView Favorites Help

418 Computer
» .| HKEY_CLASSES_ROOT
4. | HKEY_CURRENT_USER
b -l AppEvents
----- , Conscle
4. |, Control Panel
o |, Accessibility
> - Appearance
----- , Colors
----- . Cursors
- Desktop
.l Colors

1 | . [

-

n

, LanguageConi _

k

Mame

b (Default)

ab| ActiveBorder
ab| ActiveTitle
QﬂhppWDrkSpace
ab| ButtonAlternate...
ab| ButtonDkShadow
ab| ButtonFace

ab| ButtonHilight
3'3] ButtonLight

ab| ButtonShadow
3[’] ButtonText

alby . PR

Type

REG_5Z
REG_5Z
REG_5Z
REG_5Z
REG_SZ
REG_5Z
REG_5Z
REG_S5Z
REG_5Z
REG_5Z
REG_5Z

L3

Data

(walue not set)
212 208 200

10 36106
128128128 &
181 181 181

64 64 64

212 208 200

255 255 255

212 208 200

128128128

aoa

m

< |

1L}

[ 3

Computer\HKEY CURRENT_USER\Control Panel\DesktophCelors

g

JOHN ABBOTT

CEGEP/COLLEGE
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Activity VM: Change highlight color

Press the Windows key + R to open the Run dialog box.
Type "regedit" (without quotes) and press Enter to open the Registry Editor.
Navigate to HKEY_CURRENT_USER\Control Panel\Colors.

Look for the "[—Iili?ht" value in the right-hand pane. This is the value that
controls the highlight color of selected items.

. Double-click on "Hilight" to open its properties.

In the "Value data" field, enter the RGB value of the color you want to use.
For example, if you want to use a light blue color, you can enter "192 217
255" (without quotes).

. Click OK to save the changes.
. Close the Registry Editor.

More registries hacks: https://www.minitool.com/backup-tips/windows-10-
registry-hacks.html

ol b=

o0



Presenter Notes
Presentation Notes
Optional activity 

https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html
https://www.minitool.com/backup-tips/windows-10-registry-hacks.html

OS Maintenance
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Preventative Maintenance Tasks

* Disk cleanup.

* Disk defragmentation.

* Hard drive error checking.

e Updates to OS (e.g. service packs) and applications.

e Updates to antivirus and other protective software.
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Disk Cleanup

* Removes unneeded files = Dk Cesnpfor (€ .
Digk Cleanup
e ° g ° E You can UTE ]II]isk Cleanup to free up to 25.0 GB of disk
gpace on (C:).
 Temporary internet files Fles to delte:
. Downloaded Program Files -
* Files downloaded to install programs e e o 290
. . . ] ,_,C?mpress your Q5 drive 2660GE
°® FIIeS In the recycle bln g,_,DlrectXShaderCache 133KEB .,
Total amount of disk space you gain: 316 MB
Description

* Log files

Downloaded Program Files are Active controls and Java applets
downloaded automatically fram the Intemet when you view certain
pages. They are tempaorarily stored in the Downloaded Program

¢ Tempora ry files Files folder on your hard disk.
* Thumbnails

 Admin can also clean up system files.

Gl:lean up system files Wiew Files

Carcs
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Disk Defragmentation

* If a storage device is fragmented, T — =

s Disk Defragmenter consolidates fragmented files on your computer's hard disk to improve system

it Ca n S I OW d OW n yO u r CO m p ute r. + performance. Tell me more about Disk Defragmenter.

Schedule:

® A d i S k Ca n be CO m e fra g m e nte d Scheduled defragmentation is turned on [ ¥ Configure schedule...

Run at 1:00 am every Wednesday

very quickly if it is used heavily Nes s 1026 107 am

Current status:

and data is written to it often.

l_J“,J PRL (&) 3/2/16 2:57 pm (0% fragmented)
& 3/2/16 2:58 pm (1% fragmented)

* Disk defragmenter typically runs e e
on a schedule but you can
a n a Iyze a n d d Efra g m a n u a I |y. ?-:Igeisgg:rizi;aenifb:oduif;El-::::eedd;;r;g?n::'ting fight now, you need to first analyze your disks.

[ @'Analyxe disk ] [ I:@3[}e1‘ragmer1t disk ]

Close




Disk Defragmentation

On older versions of
Windows, the defragmenter
came with a visualization
tool..
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*. Disk Defragmenter

File Action View Help

- o @2

Yolume Session Status File System Capacity Free

Defragmented = 37.25GB

Estimated disk usage before defragmentation:

Estimated disk usage after defragmentation:

| Analyze J | Defragment J PaLse Stop

M Fragmented fles M Contiguous files [ Unmovable files [ Free space




Hard Drive Error Checking
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properties

e The Disk Check tool in Windows

Uninstall or change a program

Map network drive

4 Hard Disk Drives (3)

can find and repair file system
errors on:

e Local hard drives.

e Removable media such as USB
flash drives or memory cards.

Local Disk (C:)
——

& Local Disk (C) Properties

==

Profile_Cloud_M (D]

T e ]

Security I Previous Versions | CGuata
General | Tools Hardwars I Sharing
Emor-checking

_ This option will check the drive for emors.
-
[ '@'&eck now...
Defragmentation

El % This option will defragment files on the drive.

Defragment now ...

Backup

i & This artinn will haclk onfile: an the Aive




OS Maintenance — OS updates



)\ JOr-NABBOTT

CEGEP/COLLEGE

Updates to OS and applications

* A service pack is a collection of updates, fixes or enhancements to a software
program, delivered in the form of a single installable package. They may introduce
new features to an OS as well as bug fixes, security enhancements, etc.

* |t is common to have service packs issued within the first two years of release of a
product, and they are usually numbered, e.g. SP1, SP2.

* Note: Microsoft recommends that you never be more than two service packs behind.



Q&A
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